Guide for Windows users to Access the
NISER Campus LAN at Jatni

by Web through VPN
(Independent of Operating System)

Purpose:

To support staff, students and faculty members who may be conducting work either remotely or without a direct connection to the institute’s network. Whilst the use of a
secure virtual private network (VPN) will provide better assurances against the potential of data leakage than previously offered, it will not, however, ensure that data is
completely safe, as various forms of malware and keyloggers could still be active. Computer Centre strongly advocate that any device used to undertake any work of the
institute must be completely up to date with operating system and application security patches as well as having an anti-malware product installed and active.If you are
working with personal, confidential or commercially sensitive data, you must ensure that you are using a secure connection (VPN), especially if you are using an unsecured
public network, such as in a hotel or train station or airport. You should not connect to any unsecured wireless network unless you are sure of its legitimacy.

To access online journals subscribed by NISER Library through its website, user from outside NISER Campus Intranet needs to connect through NISER VPN first and then login
to NISER Library Website.
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1. Please ensure that latest version of Java is installed in your device.

2. To connect through method type in the following in your browser address bar:
https://gateway.niser.ac.in:10443
OR
https://103.160.128.1:10443

Note: Warning page may appear if you use the second option of IP address instead of the first one which has fully qualified domain name.
You may opt for ‘Advanced’ and then ‘Proceed’ or ‘Accept Anyway and Continue’ in that case.

3. You will get a login screen and enter your User Id and Password, that you use for WiFi access, as follows:

&°= Please Login

|@é
o 040

Login

Click on the “Login” button.
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4.  After successful login, Click on “Quick Connection” as follows:

00:04:.00 0B+ OB+

SSL-VPN Portal

& Download FortiClient ~

$ (7 Quick Connection ) 4+ New Bookmark

History

5. For browsing through Web based SSL-VPN of NISER, type in the website address you wish to visit in the URL field:

00:00:20 OB+ OB+ @ saikathiraQ ~

€ Quick Connection

Q@ A o >

H1TP/ SSH
SMB/CIFS VNC Telnet
Citrix Port Forward
Ping

http.//www niser.ac.in/ Ilbrary/1 @

Click on the “Launch” button. The website shall open through a new Tab or Browser Window.
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6.  a) For SSH connectivity to any SSH enabled device located inside NISER Campus LAN with a static private IP, do the following:
i. Click on the SSH button as shown in the screenshot below.

ii. Then type in username@device IP in the Host field as shown in the screenshot below. User name is your login id for that particular device in which you wish to login.
jii. Click Launch button.

= = 00:01:56 24.08kBv 732.79kB 4

£ Quick Connection
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SMB/CIFS VNC Telnet
Citrix Port Forward
A Ping

Host saikathira@10.100.19 ) | <:

b) After that you will be prompted to enter your login credentials for that particular device asfollows:

Enter your credentials

<=
<=

$ @ Close Window

Click on the “Login” button.
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c) After successful SSH Login you shall get the command line access to the device through SSH as shown below:

[saikat hira@ext2 ~]5 ifconfig

enol: flags=4163<UF,BROADCAST, RUNNING, MULTICZ8T> mtu 1500
inet 10.10.0.19 netmask 255.255.248.0 broadcast 10.10.7._.255
inett fe80::222:4dff:feb55:bfcE prefixlen 64 scopeld 0x20<link>
ether 00:22:4d:535:bf:c8 txgqueuelen 1000 {(Ethernet])
RX packets 913845 bytes 237372762 (226.5 MiE)
BX errocrgs 0 dropped 0 overruns 0 frame 0
TX packets 101752 bytes £2701822 (535.7 MiE)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
device interrupt 20 memory 0xfed00000-fe420000

o: flags=73<UPF, LOOPBACE, BUNNING> mbtu 63536
inet 127.0.0.1 netmask 255.0.0.0
inet& ::1 prefixlen 128 scopeid Oxl0<host>
loop txqueuelen 0 (Local Loopback)
RX packets 71 bytes 5309 (5.7 EiE])
BYX errocrs 0 dropped 0 overruns 0 frame 0
TX packets 71 bytes 590% (5.7 EiEB)
TX errocrs 0 dropped 0 overruns 0 carrier 0 ceollisions 0

flags=4099<UF, BROADCAST, MULTICAST> mtu 1300

inet 192.168.122.1 netmask 255.255.255.0 broadecast 192.168.122,
ether 532:54:00:17:23:11 txqueuelen 0 (Ethernet)

RX packets 0 bytes 0 (0.0 B)

R¥ errors 0 dropped 0 overruns 0 frame 0

TX packets 0 bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0O

[saikat . hira@ext2 ~]5 naslockup www.google.com
10.10.0.10
pddress: 10.10.0.10%53

on—authoritative answer:
ame : www.google . com

Bddress: 172_.217.31.4

[saikat.hira@ext2 ~]5
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7. Toaccess Windows devices, located inside NISER Campus Intranet and having static private IP, through Remote Desktop (RDP), do the following:

i. Click on RDP Button as shown in the screenshot below.

ii.  Enter the IP address/hostname of the device in the Hostname field, and your login credentials (user name and password) for that Windows device as shown in the screenshot below.

iii. Click Launch button.
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Password
Keyboard Layout \ English (US) keyboard v |
Security ’ Standard RDP encryption. v }
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You shall get the access of the Windows desktop through Remote Desktop (RDP) as shown below:
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